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Digression: Symbolic commitment

Definition
A commitment schema consists of three publicly known
functions over the space of messages 7,
» commitmentct : T — T,
» decommitmentdt : 7 — 7, and
» open commitmentot : T XT — T,
such that
» ct is a one-way collision-free function,
» ot (ct(x), dt(x)) = x.
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Digression: Symbolic commitment

Definition
A commitment schema consists of three publicly known
functions over the space of messages 7,
» commitmentct : T — T,
» decommitmentdt : 7 — 7, and
» open commitmentot : T XT — T,
such that
» ct is a one-way collision-free function,
» ot (ct(x), dt(x)) = x.

E.g.,
ct(x) = H(x) ct(x) = Ho(x) ct(x) = E(xo, X1)
dt(x) = x dt(x) = Hy(x):x dt(x) = xo
ot(y,z) =z ot(y, z) = z ot(y,z) = D(z,y)
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Binding timed response to cryptographic response
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Mixing different kinds of timed channels
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Social actions

» <¥>pg_,a — B displays ¢ for A to see
> where ¥ may be a term t, or an action 8
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» <>p_,a — B displays ¥} for A to see Dusko Paviovic
» where ¥ may be a term t, or an action 8 Timed
authentication
Social -
such that S
> <f>pa = A : BB oo

> "If A observes an action g, then A knows that this action
has occurred.”
> <B>p 4 < <y>ca — A BB <7Yc
> "If A observes an action S8g before y¢, then she knows
that g really occurs before yc."
» <B(t)>pa = otelg
» "If A observes an action with a term t, then the digest ot
of that term becomes an element of A’s environment."
» YT eOVte TAueT.u+t A ou=ot
» "For every sufficiently large set of terms T and every

t € T itis feasible to find a different term u € T with the
same digest."



Social actions

Graphic notation

> ©aB(t)g is represented by Bs <~ 0a

> <ot>g_a is represented by o -2~ 04
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Social actions

Graphic notation

> ©aB(t)g is represented by Bs <~ 0a

. t
» <ot>g_,p is represented by o - 04

(o~ annotations are redundant; a useful reminder.)
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Social authentication is not challenge-response:
x on the left is not a challenge, but a binder, analogous to y.
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Mutual authentication

HCBK: Nguyen-Roscoe
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